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Sat, Dec 13 at 1:16 PM
Renlv-1o
To

Hello,

We believe that an unauthorized party may have accessed your account. As a security measure, we have disabled your
Amazon account password and signed you out of your account.

To help you regain access to your account, go to this page and follow the instructions to reset your password:
https://account-status.amazon. com fverify-recent-order

For your protection, we've canceled any suspicious orders placed during this time. After resetting your password, we'll
ask you toverify recent orders on your account. Your feedback during this process is valuable as it helps us maintain
account security and ensures we're making the right decisions to protect our customers. While these orders will remain
canceled even after verification, you can easily place new orders once your accountis secured.

We have taken the following actions to protect your account:

-- Canceled any suspicious pending orders and removed them from " Your Orders" sectionin " Your Account”

-- Reversed any changes made by this unauthorized party.

-- Removed suspicious devices from your account.

-- Existing security features, such as Passkey or Two-Step Verification, might have been affected during this process
because we couldn't verify if recent changes were made by you. After regaining access, visit the "Login & security”
page inyour "Account settings” toverify if these features are still enabled and add them back if needed.

Tips to strengthen the account security after you regain access:

--If you haven't already, enroll in Passkey tosignin the same way you unlock your device, by using face, fingerprint, or
PIN. To enroll in Passkey, go to "Login & security” in "Account settings."

-- Create strong, unigque passwords for all online accounts including Amazon. Monitor regularly for unauthorized
changes to email settings, especially auto-forwarding rules and deletion options.

Need more security tips? To learn more, visit "Security and Privacy" under Amazon Help pages.

Can | contact Customer Service torecover my account?
The fastest way toregain access is by following the on-screen instructions at sign-in. If you encounter difficulties, our
Customer Service team is available to provide alternative recovery support

How can | verify that this email is from Amazon?

Don't worry about verifying the email itself. Signin to your Amazon account the way you usually do through the website
or Amazon app. If there's an issue with your account, you'll see recovery instructions there.

|f you have account access, you can also check your "Message Center” for any recent communications from Amazon.
Thank you for your patience while we worked to keep your account secure.
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